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[English down below]
NGHI PINH 13/2023/NP-CP VE BAO VE DU LIEU CA NHAN

Ngay 17/4/2023, Chinh phti d3 ban hanh Nghi dinh 13/2023/ND-CP vé bao vé dit liéu ca nhan (“Nghi dinh
13”) d tao nén mot van ban phap 1y hop nhét va toan dién dau tién vé bao vé dir liéu ca nhan tai Viét Nam.
Nghi dinh 13 s& c6 hiéu lyc thi hanh ké tir ngay 1/7/2023 va s& c6 nhiing tac dong dang ké dén hoat dong
cua cong ty noéi chung, cling nhu hoat dong xur 1y dit li€u noi riéng ctia cac phong ban lién quan.

A NHUNG NQI DUNG CHU YEU CUA NGHI PINH 13
1. Xac dinh vai tro trong qué trinh xir ly dir liéu ca nhan

Nghi dinh 13 phan biét rd rang cac vai tro khac nhau cta cac bén tham gia vao xu ly dir liéu va quy dinh
trach nhiém riéng cho ting vai tro. Cuy thé:

Bén Kiém soat dir liéu ca nhan 1 t6 chuc, ca nhan quyét dinh muc dich va phuong tién xu ly dit liéu ca
nhan. Bén kiém soét dir liéu dong vai tro 16n hon trong viéc thdng béo va hop tac vai co quan néu co su vi
pham dit liéu ca nhan. La ngudi chiu trach nhiém cudi cung truéc chu thé dit liéu va c6 nghia vu ching
minh rang da c6 duoc sy dong y trudc cho tat ca hoat dong xu ly.

Bén Xir ly dir liéu c& nhan 1a t chuc, ca nhan thyc hién viéc mot hoic nhiéu hoat dong tac dong téi dit
liéu c4 nhan, nhu: thu thap, ghi, phan tich, xac nhén, luu trit, chinh stra, cdng khai, két hop, truy cap, truy
xuat, thu hoi, ma hoa, giai ma, sao chép, chia sé, truyén dua, cung cip, chuyén giao, x6a, hiy dir lidu ca
nhan hoic cac hanh dong khéc c6 lién quan. Thay mat cho Bén Kiém soét di liu, théng qua mot hop dong
hoic thoa thuan véi Bén Kiém soéat dix liéu.

Bén Kiém soat va xir ly dir liéu c& nhan 12 to chirc, ca nhan ddng thoi quyét dinh muc dich, phuong tién
va tryc tiép xu ly dit liéu ca nhan.

Bén thit ba 1 t6 chuc, ca nhan khdng phai cac ddi twong néu trén nhung dugc phép xu ly di liéu ca nhan.
Dinh nghia nay c6 thé mé rong sang bat ky cac bén tham gia vao viéc xu ly dir liéu c4 nhan nhu: Cung cap
dich vu thanh toan, dich vy vién thong.

Dan chiéu dén truong hop caa Daikin, hoat dong thu thap, quan 1y, luu trit, Xt 1y thong tin duoc dién ra
thuong xuyén. Pon cir nhu viéc van hanh cong viéc ctia cac phong ban nhu: phong Nhén su thu thap théng
tin Nguoi lao dong, sau d6 chuyén dir liéu 1én trang E-Office; Khdi Service, Phong Marketing, Call center
thu thap thdng tin caa khach hang,...Do do, vé vai trd, Cong ty dugc xac dinh 1 Bén Kiém soét dir liéu ca
nhan hodc Bén kiém soat va xu |y dit liéu ca nhan; cac phong, ban c6 lién quan dén hoat dong thu thap,
quan ly,... dit liéu c& nhan 1a Bén xir ly dit liéu; cac don vi cung cap dich vy vién thong, buu chinh,... ¢ thé
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hiéu 1a Bén thi ba. Mdi chu thé can phai xéc dinh ding (cac) vai trd ciia minh va tuan tha cac nghia vu
khac nhau dugc ap dung tuwong (tng vai tung vai tro theo Nghi dinh 13.

2. Xac dinh dir liéu ca nhan dwec xir ly

Dir liéu ca nhan 1a cac thong tin lién quan dén mot con ngudi cu thé hodc giup xac dinh mot con ngudi cu
thé khi cac thong tin nay duoc sir dung doc 1ap hoac két hop véi cac théng tin khac co thé 1a thong tin truc
tiép, chir s6, chir viét, hinh anh, &m thanh, video va dir liéu ky thuat sé.

Nghi dinh 13 phéan loai dir liéu ca nhan thanh hai (2) loai: (i) dit liéu ca nhan co ban va (ii) dir liéu ca nhan
nhay cam; dong thoi liét ké cac dir liéu chinh yéu thuoc hai loai nay.

Dir li¢u ¢4 nhén co ban bao gém: thong tin dinh danh théng thuong, nhu ho va tén, thoi gian sinh, thoi
gian chét, théng tin lién lac, tinh trang hon nhan va mbi quan hé gia dinh, quéc tich, hinh anh cua c& nhan,
gi6i tinh, s6 dinh danh ca nhan (s6 can cudc cong dan, ho chiéu, ma sé thué, sé bao hiém xa hoi/sé thé bao
hiémy té, s6 gidy phép lai xe, sé bién sb xe), ngoai ra con géom thdng tin v& nhdm mau, tai khoan sb va di
liéu c& nhan phan anh hoat dong, lich st hoat dong cua ca nhan trén khéng gian mang.

Dir liéu c& nhan nhay cam dugc dinh nghia 1a dit liéu ca nhan gan lién véi quyén riéng tu ctia c& nhan ma
khi bi xam pham s& gay anh hudong truc tiép téi quyén va loi ich hop phap cua ca nhan, bao gom: quan diém
chinh tri va quan diém t6n gi4o, tinh trang sirc khoe va doi tu (ngoai trir nhdm mau), dit liéu sinh tric hoc,
dir liéu di truyén, khuynh huéng tinh duc, dit liéu vé toi pham, dir liéu khach hang cua t6 chuc tin dung,
dich vy trung gian thanh toan, dir liéu V& vi tri caa ca nhan dugc xac dinh qua dich vu dinh vi va céc di liéu
ca nhan nhay cam khac theo quy dinh cta phap luat Viét Nam.

Dua trén cach dién dat cua Diéu 28, céc tiéu chuan dé xir Iy dit liéu c& nhan nhay cam nghiém ngat hon so
Vvéi cac tiéu chudn danh cho dir liéu ca nhan co ban. Cu thé hon, viéc bao vé dir liéu ca nhan nhay cam s&
can (i) tat ca cac bién phép quan ly va k§ thuat can thiét dé bao vé dit liéu c4 nhan co ban, cong véi (ii) chi
dinh Nhén vién bao vé di liéu (“DPO”) va mdt c& nhan noi bo, bo phan bao vé dir liéu (“DPD”) (thong tin
vé DPD va DPO phai duoc thong bao cho co quan c6 tham quyén) va (iii) thdng bao cho chu thé di lidu
rang dix liéu ca nhan nhay cam cua ho duoc xir Iy trir nhitng truong hop cu thé.

Yéu cau (i) su ddng y cua chu thé dit lidu, chu thé dit liéu phai dwoc thdng bao ring dit liéu duoc xu 1y 13
dit liéu c& nhan nhay cam (Piéu 11.8); va (ii) chu thé dit liéu phai dugc thdng béo rang dit liéu ca nhan nhay
cam cua ho s& duoc xir Iy (Diéu 28.3).

Do vay, Cong ty dé nghi cac phong ban chirc niang khong thu thap, lwu trit cac dir liéu nhay cam néu khong
thuc sy can thiét.

3. Hiéu lwc cia sy dong y

Duéi goc do nay, viée co duoc su ddng y caa ho va thong bao trudce vé viéc xu ly dir liéu 1a bét budc, trir

cac truong hop ngoai 1é dugc mo ta trong Muc 5 bén duéi. Pac biét, Nghi dinh 13 quy dinh chi tiét cac yéu

cau khac nhau dé viéc dong y c6 hiéu lyc:

(i) Dinh dang va hinh thirc dong y pht hop: Phai thé hién rd rang va cu thé bang van ban, giong noi,
danh dau vao 6 dong y, cii phap dong y qua tin nhan, chon céc thiét 1ap ki thuat dong y hoac qua
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mot hanh dong khéc thé hién dugc diéu ndy. Ngoai ra, sy dong y phai duoc thé hién & mot dinh
dang c6 thé duoc in, sao chép bang vin ban, bao gém ca dudi dang dién tir hoic dinh dang kiém
ching dugc. Nhung nhitng hinh thire nhu cai dit mac dinh, 6 chon dd dwoc danh déu trude diéu
khoan va diéu kién chung khong dugc coi 1a dong y.

(i) Sy ty nguyén va nhan thirc caa cha thé dir lidu: Sy dong ¥ ciing phai dugc dua ra mot cach ty
nguyén dua trén sy hiéu biét rd rang cua chu thé di liéu vé cac hoat dong xu ly, bao gdom (i) muc
dich xur ly; (ii) loai dir liéu ca nhan dugc xur ly; (iii) cac chu thé duoc xu ly dit liéu c& nhan; va (iv)
quyén va nghia vu cta chu thé dit ligu.

(iii)  Cho cung mdt muc dich: Trong trudng hop xu Iy dit liéu cho nhidu muc dich, sy dong y c6 thé
danh cho mot hozc nhiéu muc dich néu ra. Viéc dong y mot phan hodc dong y c6 diéu kién kém
theo tlly thudc vao quyét dinh cua cha thé dit liéu.

(iv)  Swim lang hoic khong phan hoi khong duoc coi 1a sy ddng y.

(v) Hiéu luc: Sy dong ¥ ¢6 hiéu luc cho toi khi cha thé dit liéu c6 quyét dinh khéc (rat lai sy dong )
hoic khi co quan nha nudc ¢ thim quyén yéu cau bang vin ban.

Diéu nay din dén yéu cau, khi thu thap thdng tin nhan sy, thong tin khach hang, thong tin ngudi ding qua
website hoic cac phuong tién dién tr, Cong ty phai yéu cau nguoi cung cp thdng tin danh dau (x) vao &
ddng y hozic ky vao form mau dong y cung cp thong tin. Ngudi cung cip thong tin phai biét dugc va dong
y cac muc dich str dung; Loai dir liéu duoc sir dung; Thong tin vé to chirc ca nhan cé lién quan toi viéc xir
ly; Hau qua va thiét hai khdng mong mudn cé thé xay ra; Thoi gian bét dau va két thic xir ly dit liéu. Qua
trinh xu ly dir liéu phai dam bao (i) ding quy dinh cta phép luat; (ii) minh bach; (iii) chi dugc phép thuc
hién cho cac muc dich di tuyén bd; (iv) gi¢i han trong muc dich va pham vi nhat dinh; (v) sir dung di liéu
dugc cap nhat, bo sung pht hop véi muc dich; (vi) phai bao mat; (vii) dam bao dit liéu chi duoc luu trix
trong khoang thoi gian phi hop; (viii) cac to chuc chiu trach nhiém giai trinh vé tinh tuan tha. Do vay,
Cong ty can ra soat, xem xét lai cac chinh sach, didu khoan sir dung trén cac website cia Cong ty ciing nhu
cac quy trinh ndi bo dé chic chan c6 duoc sy dong y ctia ngudi cung cap trudc khi thu thap va xir ly dit liéu
ca nhan.

4. Quyén cia chir thé dir liéu:

Céc quyén cua chu thé dit liéu dugc quy dinh, bao gom: (i) quyén duoc biét; (ii) quyén dong v; (iii) quyén
truy cap; (iv) quyén rat lai sy dong y; (v) quyén xda dit liéu; (vi) quyén han ché xu ly di liéu; (vii) quyén
cung cap dit liéu; (viii) quyén phan déi xu Iy dit liéu; (ix) quyén khiéu nai, t6 céo, khai kién; (x) quyén yéu
cau boi thuong thiét hai; va (i) quyén tu bao vé.

Trong sb cac quyén trén, viéc thuc hién quyén truy cap dit liéu phai tuan thu cac quy trinh, dinh dang
nghiém ngit va dam bao noi dung yéu cau.

Mot thay ddi dang chu y khac trong Nghi dinh 13 1 gi6i han thoi gian nghiém ngat (72 gio) duoc dit ra dé
xir ly yéu cau cia chu thé dir lidu lién quan dén mot s6 quyén néu trén, bao gom: (i) quyén han ché xir ly
dir liéu; (ii) quyén phan dbi xir ly dit lidu; (iii) quyén cung cép dir liéu; (iv) quyén truy cap; va (v) quyén
x0a dir liéu.
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Nghi dinh 13 yéu cau Bén Kiém soét dit liéu c& nhan va Bén Kiém soét va xt ly dit liéu ca nhan phai dam
bao an toan dir liéu ca nhan va thong bao cho co quan chirc ning vé bat ky vi pham quy dinh vé bao vé di
liéu ca nhan trong vong 72 gio sau khi xay ra hanh vi vi pham. Truong hop théng bao cham thi Bén Kiém
soat dir liéu ca nhan phai dua ra 1y do.

Nhu vay, cac bo phan lién quan can phdi hop véi phong IT dé xay dung va chinh sira hé thong cho phép
ngudi dung co ddy du cac quyén néu trén dé dam bao tuén thi. Bong thai, ¢ bién phéap hd tro dé ghi nhan
va béo cdo théng tin vi pham cho co quan chirc nang trong thoi han cho phép.

5. Cac trueong hop xit ly dir liéu khong can sw dong y ciaa chi thé dir liéu:
Sy dong y cua chu thé dir liéu dwoc mién trir trong cac truong hop sau:

(i) Trong truong hop khan cip, can xu ly ngay dir liéu ca nhan c6 lién quan dé bao vé tinh mang, st
khoe cua chii thé dir liéu hozic ngudi khéc

(i) Viéc cong khai dir liéu ca nhan theo quy dinh cua luat

(iii)  Viéc xir ly dit liéu cua co quan nha nudc c6 tham quyén trong trudng hop tinh trang khan cap vé
qudc phong, an ninh quéc gia, trat tw an toan xa hoi, tham hoa In, dich bénh nguy hiém; khi c6
nguy co de doa an ninh, qudc phong nhung chua dén mic ban bé tinh trang khan cap; phong, chong
bao loan, khung b, phong, chéng téi pham va vi pham phap luit theo quy dinh cua luét

(iv)  Viéc xtr ly dit lidu dé thyuc hién nghia vu theo hop ddng caa chu thé dit liéu vai co quan, t chuc,
ca nhan c6 lién quan theo quy dinh cua luat

(v) Viéc xu ly dit liéu dé phuc vu hoat dong cua co quan nha nude da duge quy dinh theo luat chuyén
nganh

Chiéu theo quy dinh nay thi c6 thé hiéu rang: truong hop thu thap thdng tin, cung cip thong tin,...dé thuc
hién nghia vu theo hop dong cua Ngudoi lao dong, nha cung cip, khéch hang,.. véi Cong ty thi sé khong can
su dong y caa ho mai duge i ly. Vi du nhu truong hop ciia Hop dong van chuyén hang hoa cua Daikin c6
thé hién thong tin ciia ngudi van chuyén, I0c nay néu phét sinh yéu cau phai xu ly théng tin néi trén thi
Daikin s& dugc mién trir viéc xin chap thuan caa chu thé dix liéu.

6. Nghia vu lap hé so danh gia tac dong xir ly dir liéu

Nghi dinh 13 dat ra yéu cau phai lap va ban hanh hd so danh gia tac dong xir Iy dit liéu bang vin ban trong
moi trudng hop, vai cac ndi dung bit budc theo biéu miu duoc ban hanh kém theo Nghi dinh nay.

Cu thé, Bén kiém soét; Bén kiém soat va xu ly 1ap hd so bao gdm: (i) thdng tin chi tiét, lién lac cua Bén
kiém soat, bén kiém soét va xir ly dit liéu; (i) ho tén, chi tiét lién lac cua té chirc dugc phan cong nhiém vu
bao vé dir liéu c& nhé&n va nhan vién bao vé dir liéu c& nhan; (iii) muc dich xu ly dit li¢u; (iv) céc loai dir
liéu ca nhan duogc xu ly; (V) to chirc, ca nhan nhan dit liéu ca nhan & nudc ngoai; (vi) truong hop chuyén
dit liéu c4 nhan ra nudc ngoai; (vii) Thoi gian xir ly dir liéu, thoi gian du kién dé x6a, hay dir liéu ca nhan
néu c6; (viii) md ta chung vé bién phap bao vé dir liéu ca nhan duoc &p dung; (ix) danh gia mac do anh
huéng cua viéc xir ly dir liéu ca nhan, hau qua, thiét hai khdng mong mudn c6 thé xay ra, cac bién phap
giam thiéu hoac loai bo nguy co, tac hai do.
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Ho so phai duoc chuan bi sdn sang dé phuc vu cho viéc kiém tra caa Cuc An ninh mang va phong chong
t6i pham sir dung cdng nghé cao (A05) trong thai han 60 ngay, ké tir ngay bat dau xir ly di liéu. Tuy nhién,
néu c6 bat ky su thay d6i nao ddi véi dir liéu c& nhan ma cac to chic xi ly thi can diéu chinh hd so danh
gia tac dong cho phu hop.

Do d6, noi b Daikin c6 rat nhiéu bo phan, phong ban trong Cong ty phai tién hanh Iap ho so danh gia tac
dong vaéi cac noi dung noi trén. Pon cir nhu Phong nhéan sy trong hoat dong thu thap thong tin Nguoi lao
dong dé tai Ién hé thong E-Office, hay Khéi Service khi tién hanh thu thap thong tin ngudi dung dé chuyén
cho cac nha cung cap & nudc ngoai xir ly va hoac cac hé théng quan Iy thong tin nhan su, khach hang, ddi
tac cua Cong ty.

7. Chuyén dir li¢u ra nwéc ngoai:

Tuong ty, viéc chuyén dit liéu ra nudc ngoai sé dit ra yéu cau gui hd so danh gia tac dong cho A05 dé co
quan nay danh gia sau khi chuyén giao. Cu thé, bén chuyén giao dir liéu ca nhan cia ngudi Viét Nam phai
(i) chuan bi ho so dénh gia tac dong chuyén dir lidu ra nude ngoai vai cac ndi dung bat budc, (i) giri hd so
dén A05 trong vong 60 ngay ké tir ngay bét dau xtr ly dit liéu dé co quan nay danh gia, va (iii) thong bao
cho A05 vé viéc chuyén dit lidu ra nudc ngoai va théng tin chi tiét vé ngudi phu trach sau khi hoan tét viéc
chuyén giao. Cubi cting, hd so nay phai luén duoc cip nhat d co quan c6 thim quyén kiém tra.

Diéu nay doi hoi cac bd phan co lién quan dén hoat dong chuyén dir liéu ra nude ngoai trong cong ty nhu:
B phan Service khi tién hanh thu thap thong tin nguoi dung dé chuyén cho céc nha cung cip & nudc ngoai
xtr 1y, ngodi viéc 1ap hd so danh gia tac dong xu ly dir liéu thi con phai giri hd so nay vé cho Bo phan
chuyén trach bao vé dir lidu. Sau do, bo phan chuyén trach nay c6 trach nhiém giri ho so dén A05 trong
vong 60 ngay ké tir ngay bat dau xir ly dir liéu dé co quan nay danh gia, va théng bao cho A05 vé viéc
chuyén dit liéu ra nude ngoai, kém theo thdng tin chi tiét vé nguoi phu trach sau khi hoan tat viéc chuyén
giao.

8. Bio vé dir liéu c& nhan trong kinh doanh dich vu tiép thi va giéi thiéu san pham quang cao

Bén kinh doanh dich vu tiép thi va/hoic gigi thiéu san pham quang céo chi duoc st dung dit liéu ca nhan
ctia khach hang duoc thu thap qua hoat dong kinh doanh cua minh dé kinh doanh dich vu tiép thi, gidi thiéu
san pham quang céo khi cé su dong y cua chi thé dit liéu. Chu thé di liéu can duoc théng béo vé noi dung,
phuong thic, hinh thirc, tan suat gioi thiéu san pham.

Viéc nay tac dong khdng nho dén hoat dong cua Khéi Service (van hanh website, call center), phong
Marketing va cac phong ban phu trach cac du an co thu thap thong tin ngudi dung, nén vui long luu y khi
tién hanh hoat dong tiép thi hoac gioi thi¢u san pham quang céo vi cac bo phan nay sé cd trach nhiém chiing
minh viéc sir dung dix liéu c& nhan cua khach hang dwoc gidi thiéu san phidm dang véi quy dinh.

9. Nhén sw chuyén trach bao vé dir li¢u

Nghi dinh 13 ra doi, ddng nghia véi viéc cac doanh nghiép phai thira nhan vai trd caa Nhan su chuyén trach
bao vé dir liéu. Piéu nay nhu mét trong cac bién phéap bao vé di liéu ca nhan nhay cam, nén dan dén Bén
kiém soat, bén xir Iy, bén kiém soat va xtr ly phai chi dinh mot bo phan bao vé dit liéu ca nhan va mot nhan
su bao vé dir liéu. Ddng thoi thdng bao cho A05 vé hai dbi twong néu trén.
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Diéu 24 Nghi dinh 23/2023, ngu y rang su can thiét phai chi dinh DPO va DPD ciing c6 thé 4p dung cho
viéc xtr ly dir lidu ca nhan co ban. Diéu nay 1a do, theo Piéu 24, thong tin vé DPO va DPD phai lu6n duoc
dua vao Ho so danh gia tac dong bao vé dir liéu (“Ho so DPIA”), ma Ngudi kiém soat/Nguoi xir Iy/Nguoi
kiém soat-Nguoi xur ly (bat ké loai nao) phai thiét 1ap va giir sin. Vi mot ban sao caa Ho so DPIA phai
dugc ndp cho co quan c6 tham quyén, diéu nay vé co ban c6 nghia la thong tin vé DPO va DPD ciing dugc
b4o céo cho co quan c6 tham quyeén.

Cho nén, viéc cir mot nhan su chuyén trach gan nhu 1a mot yéu cau bat budc khi xu ly théng tin ma Nghi
dinh 13 dat ra. Ngay ca khi quy dinh mot cach khéng minh thi thi

B.
1.
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KE HOACH HANH PONG

Cong ty phai thanh lap bo phan c6 chirc nang bao vé di ligu c& nhan, chi dinh nhan sy phu trach
bao vé dit liéu c4 nhan va trao doi théng tin vé bo phan va ca nhan phu trach bao vé dit liéu ca nhan
vai Co quan chuyén trach bao vé dir li¢u ca nhan.

Céc phong, ban, khdi lién quan dén viéc thu thap va xir ly théng tin dir liéu c4 nhan nhu HR,
Service, Marketing, IT, ... chu dong ra soat hoat dong thu thap, xu ly dir liéu cd nhan ma phong
minh phu trach, dong thai, c6 trach nhiém thuc hién cac cong viéc sau (i) Co duoc sy ddng y cua
cha thé dir liéu vé viéc thu thap va xir ly thdng tin cho cac muc dich cu thé; (ii) Ra soét va cap nhat
cac chinh sach, diéu khoan lién quan dén viéc thu thap, xi Iy dit liéu ca nhan; (iii) 1ap bao cao danh
gia tac dong xu ly dix liéu ca nhan trong vong 60 ngay ké tir ngay bat dau xir ly dir liéu; (iv) 1ap va
giri bao cdo danh gia tac dong xir 1y dir liéu ca nhan cho A05 trong thoi gian 60 ngay ké tir ngay
tién hanh xir ly dit liéu c& nhan khi chuyén dit liéu ra nuée ngoai.

Bo6 phan IT két hop véi Nha cung cip dich vu xu Iy dit liéu nhu E-Office, SAP, ciing nhu Khéi
Service phai phéi hop véi don vi quan ly website dé dit ra mot co ché, phuong thirc d& dam bao sy
dong y cua chu thé dir liéu co thé dugc in hodc sao chép bang vin ban (dinh dang dién tir c6 thé
dugc chap nhan). Néu dya vao cac diéu kién khac dé xir ly dit liéu thi danh gia xem chu thé dix liéu
c¢6 dugc théng béo hay khong. Khi su dong y duoc sir dung 1am co s¢ phap 1y dé xu ly dir liéu ca
nhan, can c6 co ché dé céc ca nhan rat lai su ddng y cua ho va cho phép viéc rit lai c6 thé duoc in
hoic sao chép khi can. Dong thoi, hé thdng phai cd kha ning thong bao cho ca nhan vé hau qua
hozc thiét hai c6 thé xay ra khi rat lai sy dong y.
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DECREE 13/2023/ND-CP ON PROTECTION OF PERSONAL DATA

On April 17, 2023, the Government issued Decree 13/2023/ND-CP on the Protection of Personal Data
Protection (“Decree 13”) creating the first unified and comprehensive legal document on personal data
protection in Vietnam. Decree 13 will take effect from July 1, 2023 and will have significant impacts on
the company's operations in general, as well as the data processing activities in particular of relevant
departments.

C. MAJOR CONTENTS OF DECREE 13
1. Identify role in the processing of personal data

Decree 13 clearly distinguishes between the different roles of data process and have accorded separate
responsibilities for each role. Specifically:

Data Controller refers to an organization or individual that decides the purpose and means of processing
personal data. Data Controller has the higher responsibility to notify and cooperate with the authorities in
case of personal data breaches. The Data Controller is ultimately accountable to the data subject and bears
the burden of proving prior consent is obtained for all processing activities.

Data Processor refers to an organization or individual that is engaged under a contract by the Data
Controller to process personal data in accordance with the instructions of the Data Controller. Data
Processor is responsible for notifying the Data Controller of any breaches and cooperating with the authority
in case of breaches and investigations.

Data Controller cum Processor is a hybrid role and will need to comply with the obligations of both Data
Controller and Data Processor.

Third parties, on the other hand, refers to individuals or entities other than the Data Controller or Data
Processor that are allowed to process personal data. This definition may broadly refer to anyone that is
permitted to be involved in personal data handling such as payment service providers, telecommunication
service providers, etc.

Leading to Daikin's case, information collection, management, storage and processing activities take place
regularly. For example, the operation of departments such as: Human Resources Department collects
employee information, then transfers the data to the E-Office page; Service Division, Marketing
Department, Call center collect customer information,... Therefore, regarding the role, the Company is
identified as the Controller of personal data or the Party that controls and processes personal data. ;
departments and divisions related to the collection, management,... personal data are the data processor;
telecommunications, postal service providers, ... can be understood as the Third Party. Each entity needs to
properly define its role(s) and comply with the different obligations that apply to each role under Decree
13.

2. Identify types of the personal data processed
Lwu y/Note
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Personal data refers to information associated with a particular person or helps identify a natural person
when used independently or combined with other information that can be the direct information, numbers,
text, images, audio, video, and digital data.

Decree 13 classifies personal data into two (2) types: (i) basic and (ii) sensitive personal data, and provides
a non-exhaustive list of each classification.

Basic personal data includes: usual identification information e.g., name, date of birth, date of death,
contact details, marital status and family relationship, ethnicity, personal image, gender, personal
identification numbers (citizen identification number, passport, tax code, social/medical insurance code,
driving license number, vehicle plate number) but also including blood type, digital accounts and data
reflecting individuals’ activity history on cyberspace.

Sensitive personal data is defined as personal data associated with an individual’s privacy and when
violated will directly affect the individual’s legitimate rights and interests and includes political and
religious views, health conditions (except blood type), biometric data, genetic data, sexual orientation,
criminal records, customer data of credit institutions, intermediate payment services, geographic location
and other types of sensitive personal data as stipulated by Vietnamese laws.

Based on the wording of Article 28 on the protection of sensitive personal data, the standards for processing
sensitive personal data appear to be a bit stricter than those for basic personal data. More specifically, the
protection of sensitive personal data would necessitate (i) all of the managerial and technical measures
required for the protection of basic personal data, plus (ii) the appointment of a Data Protection Officer
(“DPO”) and an internal personal data protection department (“DPD”) (information on the DPD and the
DPO should be notified to the authority), and (iii) notification to data subjects that their sensitive personal
data is processed except in specified cases.

It is required that (i) when obtaining consent from the data subject, the data subjects must be informed that
the data to be processed is sensitive personal data (Article 11.8); and (ii) the data subjects must be notified
that their sensitive personal data will be processed (Article 28.3).

Therefore, the Company recommends that functional departments do not collect and store sensitive data if
it is not really necessary.

3. Effect of consent

In this respect, their consent and prior notice of data processing is required, with the exception of the
exceptions described in Section 5 below. In particular, Decree 13 details the various requirements for
consent to take effect:

Q) Appropriate format and form of consent: Must be clearly and specifically expressed in writing,
voice, check the consent box, consent syntax via text message, select consent technical settings or
via Another action demonstrates this. In addition, consent must be expressed in a format that can
be printed, reproduced in writing, including in electronic or verifiable formats. Default setting, pre-
ticked boxes, general terms and conditions or silence or non-response will not be considered as
consent.
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(i) Data Subject Voluntary and Consciousness: Consent must also be given voluntarily based on the
data subject's clear understanding of the processing activities, including (i) the purpose of data
processing; (ii) the type of personal data to be processed; (iii) the organization or individual
involved in the processing; and (iv) rights and obligations of data subjects.

(iii) For the same purpose: In the case of data processing for multiple purposes, consent can be for one
or more of the stated purposes. Partial or conditional consent is at the discretion of the data subject.

(iv) Silence or non-response is not considered consent.

(V) Validity: Consent is valid until the data subject decides otherwise (withdrawal of consent) or when
requested in writing by a competent authority.

Therefore, the Company needs to review the policies and terms of use on the Company's websites as well
as internal processes to ensure the consent of the provider before collecting and processing personal data..

4. The data subject’s rights

The rights of the data subject are specified, including: (i) the right to know; (ii) the right to consent; (iii)
access rights; (iv) the right to withdraw consent; (v) the right to delete data; (vi) the right to restrict data
processing; (vii) the right to provide data; (viii) the right to object to data processing; (ix) the right to
complain, denounce and initiate lawsuits; (x) the right to claim damages; and (xi) the right to self-defense.

Among the above rights, the exercise of data access rights is subject to strict procedures, formatting, and
required content assurance.

Another notable change in Decree 13 is the strict time limit (72 hours) set for processing data subject
requests related to some of the above rights, including: (i) the right to restrict data processing; (ii) the right
to object to data processing; (iii) the right to provide data; (iv) the right to access; and (v) the right to delete
data.

Decree 13 requires the Controller of personal data and the Controller and processor of personal data to
ensure the safety of personal data and notify the authorities of any violations of regulations on protection
of personal data within 72 hours of the breach. In case of late notification, the Controller of personal data
must give reasons.

As such, relevant departments need to coordinate with the IT department to build and modify a system that
allows users to have full rights mentioned above to ensure compliance. At the same time, there are support
measures to record and report violating information to the authorities within the allowed time limit.

5. Cases of data processing without the consent of the data subject:
Consent of data subjects is exempted in the following cases:

Q) In urgent cases where it is necessary to immediately process relevant personal data to protect the
life or health of the data subject or others;
(i) Where the public disclosure of personal data is in accordance with the law
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(iii)  When the processing of data is done by competent state agencies in the event of a state of
emergency on national defense, security, social order and safety, major disaster, or dangerous
epidemic; or when there is a risk that threatens security and national defense but not to the extent
where it is necessary to declare a state of emergency; or to prevent and combat riots, terrorism,
crimes and violations of the law

(iv)  To fulfill the contractual obligations of the data subject with relevant agencies, organizations and
individuals as prescribed by law; or
(V) To serve the activities of state agencies as prescribed by sector-specific laws.

According to this regulation, it can be understood that: in case of collecting information, providing
information, ... to fulfill contractual obligations of employees, suppliers, customers, ... Our company will
not need their consent to be processed. For example, in the case of Daikin's Carriage Contract, which may
show the carrier's information, if there is a request to process the above information, Daikin will be
exempted from asking for the owner's consent.

6. Obligation to document the impact of data processing

Decree 13 requires the preparation and issuance of written data processing impact assessment dossiers in
all cases, with mandatory contents according to the form issued with this Decree.

Specifically, the Controller; Data Controller cum Processor prepare documents includes: (i) details, contact
information of the Controller, Data Controller cum Processor; (ii) full name, contact details of the
organization assigned to protect personal data and personal data protection officer; (iii) data processing
purposes; (iv) the types of personal data processed; (v) organizations and individuals that receive personal
data abroad; (vi) the case of transferring personal data abroad; (vii) Data processing time, expected time to
delete or destroy personal data, if any; (viii) a general description of the personal data protection measures
applied; (ix) assessment of the impact of the processing of personal data, possible consequences, unwanted
damage, measures to reduce or eliminate such risk or harm.

Dossier must be prepared for inspection by the Department of Cybersecurity and High-Tech Crime
Prevention (A05) within 60 days from the date of data processing. However, if there are any changes to the
personal data that organizations process, the impact assessment profile should be adjusted accordingly.

Therefore, there are many departments and divisions within Daikin internally that must conduct impact
assessment documents with the above contents. For example, the Human Resources Department in
collecting employee information to upload to the E-Office system, or the Service Department when
collecting user information to transfer to overseas suppliers for processing and or information management
systems of the Company's personnel, customers and partners.

7. Cross-Border Transfer of Personal Data:

Similarly, transferring data abroad will require the submission of impact assessment records to A05 for
review after the transfer. Specifically, the party transferring the personal data of Vietnamese people must
(i) prepare a dossier of assessment of the impact of data transfer abroad with mandatory contents, (ii) send
the dossier to A05 within 60 day from the date of the personal data processing for review by this agency,
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and (iii) notify AQ05 of the data transfer abroad and details of the person in charge upon completion of the
transfer . Finally, this record must always be updated for inspection by the competent authority.

This requires departments related to overseas data transfer activities in the company such as: Service
Department when collecting user information to transfer to overseas suppliers for processing, in addition
to: the preparation of the data processing impact assessment dossier, it must also be sent to the Data
Protection Department. Then, this specialized department is responsible for sending the dossier to A05
within 60 days from the date of data processing for this agency to evaluate, and notify A05 of the data
transfer abroad . along with detailed information about the person in charge after completing the transfer .

8. Protection of personal data in the business of marketing services and recommending
advertising products

The party providing marketing services and/or introducing advertising products may only use the personal
data of customers collected through its business activities to provide marketing services, introduce
advertising products, and sell advertising products. reported with the consent of the data subject. The data
subject should be informed about the content, method, form and frequency of product introduction.

This has a significant impact on the operation of Service Division (website operation, call center),
Marketing department and departments in charge of projects that collect user information, so please pay
attention when conducting activities. marketing or recommending promotional products because these
departments will be responsible for demonstrating that the use of personal data of customers who are
recommending the product is in accordance with the regulations.

9. Personnel in charge of data protection

Decree 13 was born, which means that businesses have to acknowledge the role of a Data Protection Officer.
This, as one of the measures to protect sensitive personal data, should result in the Controller, processor,
controller and processor having to appoint a personal data protection department and an employee data
protection. At the same time, notify A05 about the above two objects.

Acrticle 24 of Decree 23/2023 implies that the necessity to appoint a DPO and a DPD may nevertheless also
apply to the processing of basic personal data. This is because, according to Article 24, information on the
DPO and DPD must always be included in the Data Protection Impact Assessment Profile (“DPIA Profile”),
which Controllers/Processors/Controller-Processors (regardless of the type) have to establish and keep
available. Since once copy of the DPIA Profile must be submitted to the authority, this essentially means
that information on the DPO and DPD is also reported to the authority.

Therefore, the appointment of a full-time staff is almost a mandatory requirement when handling
information that Decree 13 sets forth. Even if it is not explicitly stated

D. ACTION PLAN

1. The company must establish a department with the function of protecting personal data, appoint
personnel in charge of personal data protection and exchange information about the department and
individual in charge of personal data protection with the Personal Data Protection Authority.
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Departments, departments and divisions related to the collection and processing of personal data
such as HR, Service, Marketing, IT, ... proactively review activities of collecting and processing
personal data which the department is in charge of, and at the same time, is responsible for
performing the following tasks (i) Obtaining the consent of the data subject on the collection and
processing of information for specific purposes; (ii) Review and update policies and terms related
to the collection and processing of personal data; (iii) prepare a personal data processing impact
assessment report within 60 days from the date of commencement of data processing; (iv) prepare
and send a personal data processing impact assessment report to A05 within 60 days from the date
of processing of personal data when transferring data abroad.

The IT department in conjunction with the Data Processing Service Provider such as E-Office,
SAP, as well as the Service Division must coordinate with the website management unit to set out
a mechanism and method to ensure the The consent of the data subject may be printed or reproduced
in writing (electronic format may be accepted). If other conditions are based on data processing,
evaluate whether the data subject is informed. Where consent is used as the legal basis for
processing personal data, there should be a mechanism for individuals to withdraw their consent
and to allow the withdrawal to be printed or reproduced as needed. . At the same time, the system
must be able to notify the individual of possible consequences or damages when consent is
withdrawn.
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